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Advanced Diploma of Network 
Security (ICT60215) 
CRICOS Code: 086743E

ENTRY REQUIREMENTS 
 » Successful completion of year 12 or equivalent is the minimum qualification 

required for entry into this course. Also a Diploma or equivalent or some 
vocational experience in the field is preferred.

 » International students: English level equivalent or greater than IELTS 5.5, TOEFL iBT 
46, TOEFL PBT 527, CAE 47, PTE 42.

 » Age: 18+ years of age at the commencement of the course. 

Language, Literacy and Numeracy: Students require language, literacy and numeracy 
skills relevant to the qualification. 

DURATION
52 weeks including term breaks 
and holidays. 40 contact weeks 
(20 hours per week).

MODE 
International: 
Full-time face-to-face  
classroom mode.
Local:   
Flexible and blended delivery  
options available.

COURSE FEE 
International:
Enrolment fee:  
$250 (non-refundable). 
Tuition fee:  
Refer to Fee Schedule.

Local:  
Enrolment fee:  
$100 (non-refundable). 
Tuition fee:  
Refer to Fee Schedule.

PROgRAM STRUCTURE 
To attain an Advanced Diploma 
of Network Security you will 
need to complete five (5) core 
plus seven (7) elective units.

This qualification provides an individual with the skills and knowledge required to 
plan, design, manage and monitor an enterprise information and communications 
technology (ICT) network as an independent ICT specialist or as part of a team 
responsible for advanced ICT network security systems. The qualification has a high-
level ICT technical base with appropriate security units and the ability to specialise in 
a number of areas, including voice, wireless, network infrastructure and sustainability. 
Relevant electives have been selected to provide a specialisation in Network Security.

Note: Most of the technical units in this course use CISCO equipment and 
technologies. However, the college has no arrangement with CISCO Academy for 
certification or articulation. Students must seek separate advice on CCNA/CCNP 
certification requirements.

ICTNWK502 Implement secure encryption technologies Core

ICTNWK509 Design and implement a security perimeter for ICT 
networks Core

ICTNWK601 Design and implement a security system Core

ICTNWK602 Plan, configure and test advanced server-based security Core

ICTSUS6233A Integrate sustainability in ICT planning and design 
projects Core

ICTNWK608 Configure network devices for a secure network 
infrastructure Elective

ICTNWK609 Configure and manage intrusion prevention system on 
network sensors Elective

ICTNWK612 Plan and manage troubleshooting advanced integrated 
IP networks Elective

ICTSAD503 Minimise risk of new technologies to business solutions Elective

ICTNWK503 Install and maintain valid authentication processes Elective

BSBWHS605 Develop, implement and maintain WHS management 
systems Elective

BSBMGT608 Mange innovation and continuous improvement Elective


